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DEVELOPING AN INFORMATION MANAGEMENT 
(IM) POLICY FRAMEWORK 
 
Information management has become crucial for all types of 
organisations, including those in the non-government sector 
who not only are competing for resources but also have an 
increasing number of clients. 
 
The following framework encourages a systematic and 
comprehensive understanding of an organisation’s information 
management (IM) requirements. It is a starting point for 
identifying what systems need be put in place to ensure that 
these needs are met. This framework document is broken into 
five parts, each of which feeds into the next, so that in working 
on one part, an organisation is effectively also working on the 
next.  
 
Each of these five areas has a number of strategies and 
recommendations attached to it; these are clarified in the 
guidelines section. Most also come with templates to help with 
your planning. Some of these suggestions will be applicable to 
your organisation, others will not; choose only those that will 
meet your current organisational needs. As an organisation’s IM 
needs change, so will the strategies it requires. It is hoped that 
organisations will revisit this framework during their annual 
planning and reviews. 
 
It is essential to ensure that your organisation has a framework 
in place to meet current requirements, and that it can adapt to 
changes. Good IM can not only improve an organisation’s 
efficiency and cost effectiveness; it can also improve quality of 
service and delivery to clients.  
 
 
 
1. Strategic IM planning 
 
It is crucial for an organisation to regularly evaluate its 
information technology and communication infrastructure to 
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ensure that its current IM needs can be met, and to ensure 
organisational system sustainability and growth. Information 
technology is constantly evolving, and management of this 
technology is essential for all organisations.  
 
Allow some time for developing the IM framework. Key staff and 
management need to be involved, and someone needs to drive 
the process. Strategic planning is the first step. 
 
Strategies and recommendations to help in planning: 
 

• Develop IM policies and procedures to support and 
enhance the organisation’s overall vision, mission and 
stated values. 

• Develop an IM plan to ensure better organisational 
decision-making and governance. An IM plan is also 
good for ensuring organisational sustainability, as staff 
will move on at some point. 

• Set up a team to develop an IM plan: include 
management support, a team leader, and staff who 
have responsibilities in terms of the IM framework.  

• Establish a regular meeting schedule (perhaps within the 
staff or business meeting) with IM on the agenda to 
ensure it is at the forefront of your organisation’s 
planning. 

• Develop disaster recovery and business continuity 
plans to give your organisation the best chance possible 
of continued operation during and after a disaster. 

 
 
2. Infrastructure budgeting and resource 
management 
 
It is essential that the organisation has prepared a budget for 
information technology and communication. The budget should 
allow for buying equipment, for maintaining systems and for 
purchasing in the future.  
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Strategies and recommendations for budgeting and resource 
management: 
 

• Develop an IM plan that sets out the infrastructure targets 
for the following year(s). 

• Do a stock take of the organisation’s current technology 
and systems and consider what the organisation will 
need. 

• Add a section in the organisation budget for technology 
infrastructure and operating costs.  

• Ensure that all systems and equipment are regularly 
checked and cleaned, and that all anti-Malware software 
is installed correctly, and used; factor this in to 
organisational reviews and budget. 

• Speak to other services: find out what they have, what 
can be shared, what worked and didn’t work for them – 
there’s no point in ‘reinventing the wheel’. 

• Check to see if there is specific IM project funding 
available. A number of community services and NGOs 
have obtained funding from government organisations 
and/or educational institutions and/or corporate entities. 

 
 
3. Measuring business processes 
 
Measuring how the organisation is going is vital for 
organisational sustainability and growth. It makes good business 
sense, and in the medium to long term will save the organisation 
time and money. Areas that can be consider part of business 
processes include human resources, occupational health and 
safety (OHS), financial management, etc.  
 
Strategies and recommendations to measure business 
processes: 
 

• Set up regular reviews of business processes. Develop 
standards for availability, accessibility and accuracy of 
information. 
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• Make sure all measures for these standards are 
outcome-based and work for the organisation. 

• Speak to similar services: see if they are currently 
benchmarking or planning on doing so. Find out what 
they benchmark on, if they are prepared to work with your 
organisation, and if they’re prepared to share their data. 
Benchmarking with a similar organisation can help both 
services improve, as they can share information on areas 
in which they excel.  

• Use satisfaction surveys to find out what stakeholders 
perceive as the organisation’s strengths and 
weaknesses. Keep surveys short and sweet. Remember 
to ask service-based questions so that changes can be 
made to these areas.  

• ALWAYS analyse the results obtained. 
• Use a SWOT scorecard to see where your organisation 

excels and where it requires improvement. 
• Consider using project-planning methodology for all 

projects. Planning is particularly helpful in terms of not 
running over time and/or over budget. Having clear 
outcome-based projects helps. Projects don’t have to be 
large and complex; in fact smaller projects where results 
can be seen quickly and acted on can be better for the 
organisation as a whole and for the staff working on 
them. 

 

 
4. Continuous quality management 
 
It makes sense to ensure that quality management processes 
and systems are in place. These will help measure how well the 
organisation is meeting its operational requirements and help 
ensure that client needs are met. Setting up these processes 
can seem difficult, but in the medium to long term they may help 
pick up issues before they become problems. The quality 
management cycle is really applying the standards to your 
organisation’s business processes.  
 
Strategies and recommendations for quality management 
processes and systems: 
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Set up systems to support the collection of information in way 
that ensures that information is safe, secure, accessible and 
accurate.  
Review, evaluate and improve these processes to guarantee 
that the organisation is meeting the client, staff and stakeholder 
needs.  
If the organisation is currently undergoing quality accreditation, 
consider the provider’s IM standards. These will provide 
guidance on how to meet client needs and strategic 
organisational goals.  
Develop competencies to ensure that these standards are met. 
Speak to similar services to see what they have set up.  
 
5. Human resource management 
 
Ensuring that the organisation has a good IM plan that supports 
staff in achieving organisational goals and meeting client needs 
is important. Because IM is a constantly evolving area, 
technology training and adequate resourcing are essential for all 
organisations. 
 
Strategies and recommendations for human resource 
management: 
Develop organisational charts to identify where gaps are and 
what staff may be required to support the organisation.  
Set staff technology training targets to ensure that staff have 
adequate training on the systems they are to use. Use these 
targets to help plan training. 
Develop succession plans, to help retain the staff the 
organisation has and, should staff move on, to ensure that the 
knowledge they gained stays in the organisation. 
Ensure Develop organisational charts to identify where gaps are 
and that there are induction procedures to support new staff. 
 
Using the framework above and the guidelines in the next 
section will help bring together this plan, and will help your 
organisation meet its IM needs. But remember, these are just 
guidelines – and there are many others out there. This is the 
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first step in ensuring sustainable best practice drug and alcohol 
service delivery in NSW. 
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INFORMATION MANAGEMENT (IM) GUIDELINES 
 
The following guidelines will help bring together the IM 
framework and associated management plan. This document is 
just one part of any organisation’s overall Strategic, Business 
and Operational Plan. There are links throughout this document 
to other relevant information sections, tools and templates, and 
to a glossary of information technology and communication 
terms. 
 
PLANNING 
 
BUDGET AND SUSTAINABILITY PLANNING  
 
All organisations need to have a strategic technology plan and 
long, medium and short-term budgets to ensure their IM 
sustainability.  
 
Recommendations for budget and sustainability planning: 
 
Strategic IM technology plan 
 
Organisations need their technology plan to cover the next 1 to 
3 years. This plan needs to fit within the overall organisational 
strategic plan. Start with where the organisation is currently in 
terms of technology, plan for where it ultimately wants to be, and 
consider what technology and infrastructure will be required to 
ensure that this goal can be met. List the equipment that is on 
hand, note whether it will need to be replaced or added to and 
what these items may cost. Consider the ‘big picture’, but 
remember, the plan can always be scaled down and the budget 
re-examined over a longer period. Making informed decisions on 
where the organisation is growing in terms of technology will 
ensure that you are prepared for any changes that may need to 
be made. It’s advisable to review this plan each year, along with 
all other strategic and business plans.  
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Areas to consider/make decisions around when developing this 
plan: 
 

• Develop a vision and mission statement. 
• List the organisation’s current technology and equipment. 
• Develop a plan for short-term and long-term technology 

goals, including strategies for meeting these and time 
lines. 

• Develop a current working budget and a draft future 
budget. 

• Develop policies and procedures to support this plan. 
 
 
Tools to assist: 
See IDENTIFYING IM REQUIREMENTS and the section in 
ASSET MANAGEMENT on Developing an asset register. 
 
 
Identifying funding sources 
 
In identifying funding sources, research and planning are vital. 
The first steps are to decide what is needed to achieve the 
current and future IM goals and determine what grant 
opportunities are available for those projects. Many grants are 
only available once a year, others are available on a quarterly 
basis, and some are available all the time. The main questions 
are: what funding sources fit the organisation’s specific funding 
needs (this could be government or non-government), what are 
the criteria for their grants and can the organisation meet them, 
and how much money will be needed to carry out the 
organisation’s plan? 
 
Finding the right grant can be a time-consuming process: many 
aren’t quite right, because either a deadline has just passed or 
is too far in the future, or the grant guidelines don’t quite match 
the project. 
 
In writing funding proposals, remember to cover: what issues 
the funding will address, the geographical scope of the project, 
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and how exactly the funding will be used. Finally, remember to 
provide all documentation that is asked for, exactly as it is asked 
for, to make the proposal as straightforward as possible, and to 
submit it by the deadline. 
 
Tools to assist: 
Community Funding Centre: a resource for community grants 
and funding (http://www.ourcommunity.com.au/funding/). 
Community Builder NSW: a resource for Community grants and 
funding 
(http://www2.communitybuilders.nsw.gov.au/funding/). 
 
See also STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools. 
 
Developing an IM budget 
 
Once the organisation knows what will be needed, a section can 
be added into the overall budget for technology infrastructure, 
training and operating costs.  
 
Use the past year’s expenses to help set the budget for the next 
financial year. Make sure large-expense items and smaller items 
are considered. Hardware and software maintenance, training, 
and outside support are usually the big-ticket items.  
 
If a specific staff member is responsible for the organisation’s 
budget, using budgeting software may be a good idea. There 
are a number of different options, including freeware, shareware 
and costed software. For the many organisations that currently 
use MS Office, MS Excel spreadsheets are useful for 
developing budgets. Consider speaking to other organisations 
about what software they use, and ensure that the staff using 
the software have had the appropriate training. 
 
Tools to assist: 
IM budget template (MS Excel) 
 
 

http://www.ourcommunity.com.au/funding/�
http://www2.communitybuilders.nsw.gov.au/funding/�
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Developing an organisational database 
 
It is important to have an organisational database that can keep 
track of people and groups associated with the organisation, 
such as clients, members, volunteers, contacts, funding bodies, 
major donors or prospects.  
  
There are a number of off-the-shelf databases that can be 
purchased – known as Customer Relationship Management 
(CRM) databases – that will suit most needs. These systems 
usually have some kind of warranty and support from the 
manufacturer. The most common drawbacks are that the 
database doesn’t suit the organisation’s requirements exactly 
and the price puts the software out of reach. Again, talk to other 
services, as they may already be using a system and thus 
already doing some ‘testing’ for you. 
 
The alternative is to get someone to design a database 
specifically for your organisation. This way the system does 
exactly what is required and collects the information that’s 
needed. The drawbacks with this approach are that it may take 
a considerable time to get such a system designed, there is no 
support provided other than from the designer, and there could 
be compatibility issues down the track.  
 
No matter what kind of system you decide on, it is crucial to 
research what type of system your organisation needs, what it 
can afford and which system, is the ‘best fit’. 
 
 
IDENTIFYING IM REQUIREMENTS  
 
Identifying IM requirements is incredibly important. Without this 
step, there is no guarantee that your organisation’s needs will 
and can be met. For organisations starting out or experiencing 
expansion, a holistic approach is best. For those just needing to 
expand in certain areas, it is often more sensible to build on 
what is in place – remember to check that all new systems 
(hardware and software) are compatible. 
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Tools to assist: 
SWOT Scorecard (MS Word) 
 
 
 
Recommendations for identifying IM requirements: 
 
Minimum standards of infrastructure 
 
In determining the minimum infrastructure you need, factor in 
how big your organisation is, how many staff need dedicated 
computers (taking into account that all staff will need access to 
systems and relevant software), what other peripherals (printers, 
mobiles, laptops) will be needed, whether mobility is an issue, 
how much money is available and where the support necessary 
to maintain this infrastructure is. The following sections may be 
useful for making these decisions. 
 
Identifying supports and suppliers 
 
When buying technology of any kind, remember to read all 
warranties – where possible, ask for warranty extensions for all 
computers, parts, software and peripherals. If you’re buying 
locally, consult with local business and individuals, and make 
sure there are clear purchase or service contracts. Check with 
your organisational contacts regarding who can provide good 
deals, and who is good with support, returns and refunds. 
 
Types of access 
 
Think about what kind of access the organisation will need. You 
will need to know whether you need only onsite access, or 
wireless access, or remote access so that staff can access the 
system while travelling and/or working from home. 
 
All systems will contain a range of organisational information – 
financial, client and operational – that must be kept secure. 
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Security considerations also need to be weighed up and 
managed appropriately. 
 
Tools to assist: 
See the sections in  
MANAGING , specifically RISK Wireless security, Remote 
connection security, Working offsite and MALWARE 
PROTECTION. 
 
Operating systems 
 
There are basically three operating systems. Not all systems 
work equally well on all hardware, and all three have pros and 
cons. Do some research to see what will work best for the 
organisation today and in the future – your decision will have an 
impact on the recommendations to follow.  
 

• Windows Operating System is available for PCs 
and Macs. This system is probably the best known 
and has the largest number of software options 
that will run on it. 

• Mac Operating System is available for Macs. This 
system is probably the best known for use with 
media and publishing. It is more robust than 
Windows, but there are fewer software options that 
will run on it. 

• Linux Operating System is available for PCs (and 
is used as the ‘base’ OS for Macs). This system is 
completely free, as it made available for use or 
modification as users or other developers see fit. 
The open source movement has gained 
momentum as commercial enterprises have begun 
to consider Linux a viable alternative to Windows 
operating systems. 

 
What kind of network may be used 
 
The kind of network you use depends on a number of factors: 
how big the organisation is and whether or not it will grow much 
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larger (do you mean numbers of people or physical space?), 
how many people will need access, and what kind of access will 
be needed.  
 
The basic principles are: 
An organisation with only one staff member will not need a 
network. The person will need access to a stand-alone 
computer, with internet and printer access.  
 
An organisation with 2-10 staff members in one office should 
look at using a peer-to-peer network (see Diagram 1). This will 
allow staff members to share information and computer 
resources, such as printers and internet accounts. Setting up a 
peer-to-peer network is relatively simple and inexpensive. Most 
computers in use today have pre-installed software that can 
connect them to other computers. In a peer-to-peer network 
there are no dedicated servers, and no hierarchy among the 
computers. All of the computers on the network handle security 
and administration for themselves. Important considerations are:  

• If the organisation is likely to grow beyond 10 staff 
in the near future, a peer-to-peer network will 
probably not meet its requirements for very long, 
as the computers will start to slow down.  

• Network security on a peer-to-peer network is very 
basic and is not well suited for the protection of 
very sensitive information, such as financial and 
accounting records.  

• Each computer attaches to another computer, 
whether for printing or for file sharing, which takes 
up system resources on the hosting computer. If 
the drain becomes dramatic enough to slow down 
the host computer, perhaps it is time to start 
thinking about a dedicated server. 

• Users handle their own administration, so all users 
need to be trained in how to share files, folders, 
and printers. In a peer-to-peer network, suddenly 
shutting down a computer can cause other staff 
members to be unable to print. 
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Diagram 1: Peer-to-peer network 
 
 
An organisation with more than 10 staff members in one office 
should consider having a client/server network (see Diagram 2). 
This means using a computer (the server) that is running 
software that enables it to serve specific requests from all the 
other computers on the network (called clients). Network users 
usually store their documents on the server; the server can take 
requests for print jobs from any of the computers and send them 
to a specific printer. There are many other more sophisticated 
tasks that network servers can handle. The most important 
considerations are: 
 

• Server-based networks will give the organisation a 
much more robust computer infrastructure. They 
can help manage multiple print jobs and run 
complicated database, fax and email programs. 
Once the network is in place, it is easy to add new 
computers as the organisation grows.  

• If there is not a staff member in the organisation 
who is technologically minded, the installing and 
administering of the network will need to 
outsourced. 
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 Diagram 2: Client/server network 
 
An organisation that has multiple sites and a large number of 
staff may benefit from a Wide Area Network (WAN). The 
considerations are: 
It involves leased lines, or fibre optics, which offer reliability, 
performance and security but are expensive to maintain. Costs 
rise as the distance between the offices increases. 
Outsourcing will be required as will working with the 
telecommunications company to install and administer this 
network. 
 
Network Operating Systems (NOS) 
 
The three main options for network operating systems/servers 
are Windows Server, Linus, and Novell Netware. An NOS will do 
file serving, print serving, backup, and will have some way to 
secure those resources. Some will include a web server or mail 
server; others require items to be bought separately. 
 
Using an NOS will dramatically affect all the organisation’s 
future computer relationships, so do your research first about 
what will work best for the organisation today and in the future.  
 
Insourcing and outsourcing (technology support) 
 
Technology support is a vital part of the IM plan. Does your 
organisation have staff who can perform Network 
Administration, Web Design or Help Desk Support, or will these 
tasks need to be outsourced? (Check your organisation’s 
policies on outsourcing, too: this may affect what can be done.) 
Investigate what similar services do; you may be able to share 
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resources, thus reducing everyone’s costs, or find organisations 
that will do the work at a reduced rate.  
 
Hardware and software compatibility 
 
This is vital; many an organisation’s IM system has failed 
because a new application will not work with the other 
applications or the hardware. When buying hardware there are a 
number of things to be considered: are you going to buy PCs or 
Macs, will they be desktops or laptops/notebooks, do they need 
to have wireless capability, will the system be networked and 
what peripherals will be required? 
 
Research the options, ask someone who is technology-savvy or 
speak to other NGO services. Most companies will provide 
refunds or replacements – read the warranty whenever you 
purchase equipment. 
 
Some older software will not run on newer operating systems, 
so check when you buy software what systems it is compatible 
with – this is usually written on the side of the software box. 
 
Tools to assist: 
CNET: provides a forum for computer user comments and 
ratings, plus information on compatibility issues 
(http://reviews.cnet.com/software/?tag=ont.sw). 
ZDNet: has a section for user reviews, plus information on 
compatibility issues (http://review.zdnet.com/4566-3513_16-
0.html). 
 
Choosing software to suit the organisation’s needs 
Base your software choices on the size of the organisation, how 
many staff need to use it, and the level of staff knowledge. Also 
consider what the computers are going to be used for: it could 
be some or all basic office processes, project planning, client 
management, budgeting, presentations or publications.  
 
There are a number of office software suites/packages that 
cover basic requirements; the choice may be dependent on the 
operating system chosen, but there is software that works well 

http://reviews.cnet.com/software/?tag=ont.sw�
http://review.zdnet.com/4566-3513_16-0.html�
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on both Mac and Windows platforms. There is lots of software 
that doesn’t require a super-fast processor and an enormous 
hard drive to function; this gives you more options in terms of 
your hardware. Be aware that some programs are very memory 
hungry, and will need fast processors: check the software’s 
requirements in these areas before you buy. 
 
The latest software may not be the most appropriate; it may just 
be more complicated and expensive. Take the time to assess 
the organisation’s needs and pick software that suits. 
 
Basic software requirements:  
 

• Office software: for word processing, spreadsheets 
etc. 

• Anti-virus software: make sure what you choose 
includes Spyware and firewall applications. 
Otherwise you will also need to purchase these. 

• CD/DVD burning software: for burning documents 
and files to disc for transfer of information, 
archiving etc. 

 
 
Other business software options:  
 

• Presentation software: for any publishing and/or 
presentations needs, such as electronic slides. 

• Database software: for client databases. This 
could be software to design databases or off-the-
shelf software. 

• Statistical software: for producing mid to high-level 
statistics for reports.  

• Web-building software: for designing websites and 
intranets. 

 
 
Tools to assist: 
CNET: provides a forum for computer user comments and 
ratings (http://reviews.cnet.com/software/?tag=ont.sw). 

http://reviews.cnet.com/software/?tag=ont.sw�
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ZDNet: has a section for user reviews 
(http://review.zdnet.com/4566-3513_16-0.html). 
 
Choosing an Internet Service Provider (ISP) 
 
All staff need access to the internet resources they need to do 
their jobs effectively. Before choosing an ISP, decide what kind 
of internet access is needed: will files need to be downloaded? If 
so, what quantity is envisioned for downloading per month? Is 
unlimited access in terms of amount of time and times of day 
required, and will mobile/wireless access be required? Ask your 
organisational contact or peers for recommendations – there are 
many providers, and some provide much better packages than 
others. 
 
Tools to assist: 
Whirlpool: provides a forum on broadband providers for user 
comments and ratings and information on internet plans 
(http://whirlpool.net.au/). 
 
Organisation website (internet) 
 
Designing a website for the organisation is a good way of letting 
stakeholders, funding bodies and clients know what the 
organisation does, what its goals are, and what services are 
provided. A small organisation’s website does not have to be 
large; it only needs to be one page detailing the resources 
available, times of opening, location, etc. It may even just be a 
page attached to another service or an overarching website. 
Larger organisations may want to include more information, 
such as annual reports, feedback forms and upcoming events. 
 
When considering setting up a website, make sure it is part of 
the overall IM plan, and that it is a good vehicle for getting your 
message out. Another consideration is whether you have tech-
savvy staff able to design and manage the website, or you will 
need to outsource the work. There are a number of free website 
design programs available on the net, and a great range of 
cheap software is also available. The organisation may want to 

http://review.zdnet.com/4566-3513_16-0.html�
http://whirlpool.net.au/�
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investigate what like services do, as resources and costs may 
be able to be shared.  
 
Tools to assist: 
Joomla!: a Content Management System (CMS) that helps build 
websites and other powerful online applications. Joomla is an 
open source solution. 
 
See STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools. 
 
Intranets 
 
Intranets are great way of sharing information with staff and 
ensuring that policies, procedures and guidelines are easily 
accessible, and are useful when staff need quick access to 
organisational datasets. Smaller organisations that are close 
geographically will probably not need an intranet, but larger 
ones with staff spread over a wide geographical area, may find 
one useful. As with every choice, first investigate what other 
NGO services do, whether an intranet would be useful and 
whether you have staff to support it. 
 
Tools to assist: 
Joomla!: a Content Management System (CMS) that helps build 
websites and other powerful online applications. Joomla is an 
open source solution. 
 
See STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools. 
 
HUMAN RESOURCE AND STAFF PLANNING 
 
It is vital that staff have the training necessary to ensure that the 
organisation’s and the clients’ needs are met. Staff training 
takes commitment, time and resources. Having the best 
systems in the world but staff who are unable to use them is bad 
management practice – and a waste of resources. 
 

http://www.joomla.org/�
http://www.joomla.org/�
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Recommendations for planning to meet staff’s needs: 
 
Staff training 
 
When preparing the annual IM budget, include an amount for 
staff training. This can be used for new staff, staff returning to 
the workforce who need refresher training in particular software 
applications, and when you have new software that everyone 
needs to learn. 
  
Training does not need to be expensive, but be prepared to pay 
a substantial amount for high-end application training. There are 
a number of cheaper learning/training options you can 
investigate: peer-to-peer, community colleges, online training 
and software training books. 
 
Job descriptions/Minimum standards 
 
Many organisations now expect a certain level of computer 
literacy in new staff. If this is the case, ensure that all job 
descriptions include the particular set of skills needed within the 
essential criteria. Remember, if this skill is not asked for in the 
job description, you may need to provide training for new staff 
members when they start.  
 
Common phrases used in job applications include ‘Excellent 
computer skills, including word-processing, spreadsheets and 
database applications’, ‘High-level proficiency in the use of 
Microsoft PC/Mac applications’ or ‘Competence in the use of 
keyboard and standard PC/Mac software programs’. 
 
Staff reviews 
 
An annual review of staff technology needs and training 
requirements is another way of ensuring that staff are 
supported, and have access to the equipment they need. It is 
also useful in terms of planning your technology needs and 
ensuring that the budget has provided for them. 
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DISASTER AND CONTINUITY PLANNING 
 
Disaster recovery planning and business continuity planning are 
essential for all organisations. They will ensure that the 
organisation can recover after a disaster, and continue doing 
business until such a recovery is accomplished. 
 
Recommendations for disaster and continuity planning: 
 
Plans to mitigate risk 
 
Consider setting up a small project team to design these plans. 
Using the templates below, assess the various types of 
disasters, decide what is acceptable and non-acceptable loss in 
terms of records and equipment, then work out what would be 
necessary to recover from such loss. Put into practice any 
appropriate protection measures to keep vital resources safe, 
and ensre that all information is documented in a disaster 
recovery and business continuity plan. Ensure this list is kept 
updated and that the appropriate staff involved in disaster 
recovery get the training they need. Finally, review and revise 
this plan annually. As the organisation changes, so will its needs 
in terms of disaster recovery and business continuity. 
 
An effective plan would include: 

• Information about the applications and functions 
that are critical during a disaster. 

• Information about emergency communications. 
• Contingencies for office space and workstations.  
• Contingencies for data communications and 

telephone service (including backup plans). 
• Information about hardware, computers and 

network architecture, application software and 
data, and physical infrastructure.  

 
The tools below will help you fulfil many of the requirements 
above: 
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Emergency checklist (MS Word). 
IM register (MS Excel). 
Risk management template (MS Excel). 
SWOT Scorecard (MS Word). 
 
See also ASSET MANAGEMENT and the associated registers, 
and  
MANAGING , specifically RISK

Emergency procedures 

BACKUP OF DATA AND 
INFORMATION. 
 

 
Written emergency procedures are mandatory for any 
organisation. You need to include: who is the contact in times of 
emergency, clear plans about where staff are to meet if 
evacuated, clear exit strategies, what services to call, and what 
equipment/records could be saved (ONLY if staff members have 
the time, and it does not put them at risk to do so). It is also 
important to formally agree that staff receive annual training in 
emergency procedures, fire management and prevention, and 
first aid and injury management (where applicable). 
 
Tools to assist: 
Emergency Checklist (MS Word). 
St Johns Ambulance Australia: an excellent resource, and  
provides first aid training  
(http://www.stjohn.org.au/index.php?option=com_content&task=
view&id=22&Itemid=34). 
 
 
CONTINUOUS QUALITY IMPROVEMENT PLANNING 
 
Because more and more organisations are applying for some 
form of accreditation, it is important to set up a continuous 
quality improvement plan. In the short term it may seem 
onerous, but the results in terms of managing time more 
effectively and improving service delivery and staff 
communication soon become apparent. This type of plan looks 
at all organisational systems to see where improvements can be 

http://www.stjohn.org.au/index.php?option=com_content&task=view&id=22&Itemid=34�
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made, then concentrates on areas identified as problems or that 
require minimum standards; it also sets up a regular review of 
everyday practice.  
 
All IM processes can be improved, so all staff should be 
responsible for identifying and then carrying out necessary 
improvements, and management to be responsible for 
identifying and reviewing improvement aims, quality 
management objectives and the organisation’s quality 
management system as a whole.  
 
Planning guidelines reflect the type of accreditation being 
sought: the ACHS EQuIP 4 Guide Part 2.3 Information 
Management Standards July 2006, for example, provides 
guidance on 5 levels on how to meet client needs and strategic 
organisational goals using the quality cycle. 
 
The underlying principle of continuous quality improvement 
planning is that it is a cycle, and an activity is not complete until 
evaluation shows that the goal/outcome has been achieved. 
 
 Recommendations for ensuring continuous/quality improvement 
planning and projects: 
 
Records management 
 
Clear records management procedures are vital. In deciding 
what records the organisation needs to create, and how they 
could be managed, it is important to consider the wider 
administrative, legal and social context in which the agency 
operates. 
 
It is a good idea to set up a team to identify the procedures that 
need to be developed. This team can decide what records are 
needed for organisational processes, what is needed under 
legislation, how these records will be kept, how they will be 
disposed of and how they will be archived.  
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Full and accurate records: 
 

• Support business outcomes, by clearly 
documenting work processes, thus reducing the 
need to rely on memory or to ‘reinvent the wheel’ 
and increasing operational efficiency.  

• Support decision-making, by providing information 
on what decisions have been made and why, what 
actions were taken and their outcomes.  

• Support accountability, by documenting what 
happened and why, and demonstrating that 
correct processes were followed. The Independent 
Commission Against Corruption (ICAC) has 
identified good records as a vital line of defence 
against fraud and corruption.  

 
Tools to assist: 
State Records (www.records.nsw.gov.au). 
Also see STAFF USE OF IM TECHNOLOGY, specifically 
ELECTRONIC FILE MANAGEMENT. 
 
 
Review mechanisms (measuring improvement) 
 
Setting up specific review and inspection cycles will ensure that 
all documentation remains current and relevant to staff and 
clients, that data errors are corrected, that asset registers are 
maintained and that systems troubleshooting and maintenance 
occurs. Documenting the results of these reviews ensures that 
the organisation is improving and staying on track in terms of 
quality improvement projects. 
 
Tools to assist: 
Data Collection Template with Updateable Chart (MS Excel). 
Documentation Version Control/Review Template (MS Excel). 
 
 
 

http://www.records.nsw.gov.au/�
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Key Performance Indicators and benchmarking 
 
Setting up Key Performance Indicators (KPIs) and 
benchmarking are other ways of ensuring continual 
improvement, and a way of measuring against other similar 
organisations.  

• If you decide to measure against your own internal 
processes, keep your KPIs relevant and outcome-
based, and can be collected as a number or a rate 
(such as number of clients seen and cases 
reviewed, or number of clients seen within a set 
timeframe).  

• If you decide to measure against a like 
organisation, remember to have clear rules about 
what information can be accessed and used and 
within what domains, and confirm that the 
benchmarking occurs for similar areas (for 
example, if you are both residential rehabilitation 
facilities of similar size and with the same or 
similar clientele). There is no point benchmarking 
with organisations that are doing vastly different 
work, or working to different care guidelines. 

 
Tools to assist: 
Data Collection Template with Updateable Chart (MS Excel). 
File Sharing Agreement Template (MS Word). 
 
Feedback and surveys 
 
Getting feedback and running surveys is one of the easiest 
ways of finding out whether or not the organisation is meeting 
staff and client needs. Feedback can be given verbally 
(document it after the fact) or in written form. When designing 
surveys, remember to make them outcome-based, and to ask 
questions where something can be done or changes can be 
made as a result of the answers. Running surveys annually or 
biannually allows your results to be tracked over time, so you 
can see whether or not the organisation is meeting 
organisational and stakeholder needs. 



 
 
 
 
 
 
 
 
 

Information Management Framework and Supporting Guidelines  Page 30 of 68 
 
 
 
 
 
 
 
 

N
A

D
A

 IM
 G

uidelines 2008  -   
 

 
Tools to assist: 
Survey Template (MS Word). 
 
 
Identifying IM leadership 
 
It is important to make sure that the key people driving the IM 
framework represent different parts of the organisation’s 
operations: program managers, frontline service providers, 
computer experts and representatives from management, for 
instance. If the organisation does not have sufficient internal 
technology expertise, seek the assistance of an outside 
consultant who is knowledgeable about the non-profit sector. 
  
Management and staff responsibility 
 
It is important for all staff to be aware of their IM responsibilities, 
and to have a key person – the plan manager – to put the 
organisation’s continuous quality plan into action. The plan 
manager is responsible for making sure the plan’s goals are 
achieved, and for regularly reporting back to the organisation’s 
leadership and technology planning team. Not having a 
designated person driving the IM plan gives it less chance of 
success. 
 
Project planning 
 
Setting up project teams makes it easier to get organisational 
activities done. Where possible, plan a number of small, linked 
projects so that results can be seen quickly. Small project ‘bites’ 
mean better response to issues as they arise and better results. 
Projects are more likely to remain on track in terms of time, 
quality and cost, the organisation’s needs are met and that staff 
stays ‘fresh’. Always use the most appropriate people for the 
project. Write up meeting minutes with action lists for nominated 
team members and timeframes for completion.  
 
Tools to assist: 
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Project Plan Template (MS Word). 
 
Policies and procedures 
 
Developing a Policies and Procedures Manual will set the 
organisation’s overall structure. Set up a team to plan the 
manual. Consider selecting a key staff member to act as this 
project's manager. 
 
The purpose of developing these documents is to help staff 
know what the processes within the organisation are, and to 
provide guidance on the specifics of policies, protocols and 
working procedures. They also help define standards and are 
useful when you are thinking through what the organisation is 
doing, how it is doing it and whether there can be improvement 
in the processes.  
 
These documents need to be formally reviewed regularly to 
ensure that they are current, accurate and accessible. They 
should be updated as needed. Keep all documentation as clear 
and concise as possible, and always write them in plain English. 
Where possible, have an electronic copy available for all staff as 
well as one hard copy, for times when systems are not 
accessible. 
 
Tools to assist: 
Policy and Procedure Template (MS Word). 
 
 
ASSET MANAGEMENT 
 
TRACKING IM TECHNOLOGY ASSETS 
 
It is essential that the organisation can identify its IM assets so 
that information technology and communication requirements 
can be met not only currently, but into the future. Not meeting IM 
needs can make or break an organisation. 
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There are a number of ways the organisation can ensure that its 
IM requirements are being met. Below are a few options that 
can help ensure that the decisions made are sustainable.  
 
Recommendations for/Consideration in managing assets: 
 
Developing an asset register 
 
Make sure you have a register of all assets used and purchased 
by your organisation. This will allow you to track assets 
available, how much they cost, when they may need to be 
replaced, and where they are physically located. Include onsite 
and offsite assets, and keep the register updated, as it will affect 
strategic and budget planning.  
 
Tool to assist with setting tracking organisational assets: 
IM asset register (MS Excel). 
 
 
Developing an IM register 
 
Another good option is developing an IM register. This is a 
comprehensive listing of software and hardware the 
organisation has, including configurations. This register will 
ensure that there are no software and hardware compatibility 
issues when you are deciding on new purchases. It is also 
useful when key people are unavailable and decisions need to 
be made regarding resource needs. 
 
Tools to assist: 
IM register (MS Excel). 
 
 
PURCHASING AND DISPOSAL OF ASSETS 
 
When purchasing new equipment or disposing of assets 
remember to always update the IM register. Ensure that all 
purchases are part of, and fit in with the overall IM plan. If you 
have access to a financial advisor or accounts department, 
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speak with them about the organisation’s legal obligations – 
these assets are organisational goods and will come under 
certain laws and budgetary regulations. Finally, when disposing 
of computer equipment and peripherals, consider contacting the 
local council or green/environmental groups about recycling. 
 
Tools to assist: 
IM asset register (MS Excel). 
IM budget template (MS Excel). 
IM register (MS Excel). 
 
See PLANNING, specifically Identifying supports and suppliers. 
 
 
 
MANAGING RISK 
 
There are several ways in which the organisation can ensure 
that it is managing risk appropriately. Below are a few risk 
management strategies to consider. It is not possible to avert or 
manage every risk, so concentrate on those with the highest 
impact. Also, seriously consider the feasibility of any project with 
too many highly rated risks. 
 
Tools to assist: 
Emergency checklist (MS Word). 
Risk management template (MS Excel). 
SWOT Scorecard (MS Word). 
 
BACKUP OF DATA AND INFORMATION 
 
Backing up 
 
Backing up data and information is one of the keys to managing 
risk. Not backing up is one of the riskiest things an organisation 
can do. Backing up is not difficult; it just takes some planning. 
 
Backups of all individual systems and networked data should be 
part of every organisation’s routine. Decisions will need to be 
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made about how often backup is required, what program will be 
used to automate this task, and where the information will be 
backed up to. In larger organisations, or those where data is 
constantly changing and being updated, nightly backups may be 
the safest option. In smaller organisations, or where data 
doesn’t change very regularly, weekly backups may be enough.  
 
Whatever routine is used, use up-to-date media and backup 
devices or services that reflect the value placed on the data 
being protected. Clearly identify the backups for storage so that 
the data is easily retrievable if it needs to be transferred to new 
hardware. 
 
 
Recommendations for backup and archiving of data and 
information: 
  
Media backup 
 

o CD-RW or DVD-RW media/discs are good for 
email, word-processing documents, PDFs, 
presentation files, and small spreadsheets or 
accounting files. You need a disc burner, software 
and discs. As this is done manually, you’ll need to 
set specific times to do this backing up. 

 
o Flash drives are convenient thumb-sized portable 

storage devices that are handy for quick backup of 
smaller data files and folders. Flash drives are 
perfect for transferring files between PCs and 
laptops, or when you need to travel with files. They 
cannot be used to store all organisational 
information. 

 
o For all organisations, external hard drives or 

servers are good options for easily accessible 
backups; they are the ultimate internal backup 
strategy. External hard drives are self-contained 
hard drives that connect to the computer using the 
USB port. Most external hard drives have a large 
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capacity and are fast and flexible. These drives 
can be as small as a deck of cards, which means 
easy off-site storage. They can also be automated 
using backup software. 

 
o Information can also be backed up online. This 

option is the most secure strategy in terms of 
disasters (fires, floods and theft). These sites offer 
a secure automated service but do charge a fee, 
and the initial upload of data can be costly 
(depending on bandwidth and ISP). They will also 
encrypt data (to varying degrees) before, during, 
and after it’s been sent to industrial-strength 
servers and there’s no media to mess with. The 
service can start processing and uploading files 
automatically on a schedule or in the background 
when there are enough free cycles available.  

 
 
Archiving 
 
Organisational documents and records need to be retained for 
as long as they are needed to meet organisational day-to-day 
needs, and/or the requirements of organisational accountability 
(audits, other recovery requirements and relevant NSW laws) 
and/or community expectations. Documents and records are 
considered corporate assets, so they should be available to all 
officers who need them. As organisations continue to grow, 
however, they need to archive those records that are no longer 
used in everyday work but still need to be kept. 
 
Archiving can be as simple as storing older documents on 
removable media or storing (softcopy and hardcopy) information 
with NSW State Archives. Whatever method is used, document 
what has been removed, and when and where it has been 
stored.  
 
The retention or disposal of public records is governed in NSW 
by the Archives Act 1960 and the State Records Act 1998. 
Records such as administrative files, memos, official 
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correspondence, meeting minutes and so on come under these 
Acts. 
 
Tools to assist: 
Archive template (MS Excel). 
 
Check relevant laws to ensure all requirements are met. An 
excellent resource in regard to archiving is State Records 
Website: Recordkeeping: RIB 16 Safe storage 
(http://www.records.nsw.gov.au/recordkeeping/). 
 
 
SECURITY MANAGEMENT 
 
Recommendations for enhancing security: 
 
Passwords  
 
Creating secure passwords for email accounts, security systems 
and any ‘sensitive’ registers the organisation may have (those 
that hold client, budgeting or staff information) is a necessity. 
Change passwords regularly, and delete system accounts when 
staff members leave the organisation. It is essential to keep 
passwords secure. Do not reveal them under any 
circumstances; this is the only way to ensure that information is 
safe and secure. 
 

Make passwords easy to remember, so they do not have 
to be written down  
Do use passwords that are derived from phrases (e.g. 
TO&tPCwts – The Owl and the Pussy Cat went to sea) 
Do use a password that can be typed quickly, without 
having to look at the keyboard  
Do use a password with mixed-case alphabetic 
characters, numerals and special characters. (e.g. 
2B@ease% or Red+Wh1te=Rose)  
Do make passwords as long as possible 
Keep all passwords secret - from EVERYONE!  

 

http://www.records.nsw.gov.au/recordkeeping/Whatarethemainaspect�
http://www.records.nsw.gov.au/recordkeeping/Whatarethemainaspect�
http://www.records.nsw.gov.au/recordkeeping/Whatarethemainaspect�
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Don’t use Windows or Log in User-ID name in any form 
(as is, reversed, capitalised, doubled) 
Don’t use an individual name, or your partner’s, 
children’s or pet’s name 
Don’t use a word contained in English or foreign 
language dictionaries, spelling lists, or other common 
lists of words  
Don’t use other information about yourself that is easily 
obtained (e.g. licence plate numbers, date of birth, 
telephone numbers, car type, street name) 
Don’t store passwords in files or macros  

Don’t use any of the password examples in this guideline! 
 
 
Physical security 
The physical security of the organisation’s staff and equipment 
is vital. Make sure staff are as safe as possible at all times, and 
that there are exit strategies for any emergencies. Clear 
guidelines about what IM technology and equipment can and 
can’t be removed is an option. One idea is to set up a register 
for assets that are to be used in more than one location so that 
items are locatable at all times, and there is a history of their 
movement. 
 
Tools to assist: 
Emergency checklist (MS Word). 
Equipment movement register (MS Excel). 
Physical environment checklist (MS Word). 
Risk management template (MS Excel). 
Working offsite environment checklist (MS Word). 
 
 
Wireless security 
As wireless networking grows in popularity, so do the security 
risks involved. Out of the box wireless signals can be picked up 
by anyone within a certain range of the router/access point. 
Wireless signals can be stolen and hijacked, and access can be 
gained to the information stored on computers and networks. 
There are a few steps you can take to hide and protect the 
wireless network: 
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• Change the administrator password on the router: 

the initial administrator password is usually admin, 
administrator, or left blank. Change this password 
immediately. 

• Change the default Service Set Identifier (SSID): 
the name of the wireless router. When first 
connected, the SSID is generally the same name 
as the manufacturer. 

• Disable the SSID broadcast: this way the network 
becomes less visible to people who drive around 
looking for wireless networks (a practice known as 
wardriving). 

• Turn on encryption: encryption scrambles 
messages that go across the wireless network. 
Without the proper key, these messages are then 
extremely hard to read. 

• Filter the Media Access Control Address (MAC) 
addresses: so that only the MAC addresses 
chosen can be connected to them. 

 
Remote connection security 
 
There is a growing need to ensure that staff have the best 
access possible no matter where they are, without 
compromising security. If your organisation needs to set up 
secure remote connectivity, do the following: 
 

• Have a remote access policy that is clearly 
documented, communicated, implemented and 
enforced.  

• Make sure connected computers have recent 
antivirus software and definitions, anti-spyware 
software, and a software firewall. 

• Set up a system to approve and validate all 
in/outbound communication via external modem.  

• Leave all dial-up modems disconnected unless 
they are actually in use.  
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• Set up proper authentication of all external users, 
with each user having an individual password and 
user ID.  

• Record all dial-up and remote access activities 
and review them on a regular basis.  

• Validate dial-up access by a secure process that 
restricts the number of approved users.  

 
Working offsite 
 
Working offsite nowadays is a given for many, especially people 
who work in small organisations, or who work within a WAN or 
who need to travel. To ensure staff, equipment and information 
safety, all risks associated with employees working offsite need 
to be identified and control measures need to be put in place. All 
offsite work should be managed so as to minimise risks to the 
health and safety of staff, and as far as is reasonably practical, 
equipment and information risks should be assessed and 
controlled to the same standard as would be required for work in 
the office. 
 
There are a number of areas to be considered: 
 

• Security for the organisation’s documents and 
equipment: set up adequate security for all 
information/equipment located offsite, password 
protection for computers, discs, documents and 
equipment to be kept in a safe location. 

• Appropriate insurance: obtain contents insurance 
for equipment that includes travel to and from 
sites. 

• Include all equipment that is held offsite on the 
organisation’s asset register or equipment 
movement register (MS Excel). 

• Carry out health and safety inspections of the off-
site/remote work area and risk assessments. 

• Report all accidents and dangerous occurrences 
to the organisation (under OH&S laws). 
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• Set up strong and encrypted security to minimise 
the risk of information breaches from remote 
access to the organisation’s server. 

• Develop a Code of Conduct regarding working 
offsite so that staff know their rights and 
responsibilities. 
 

 
Tools to assist: 
IM asset register (MS Excel). 
Equipment movement register (MS Excel). 
Physical environment checklist (MS Word). 
Risk management template (MS Excel). 
Working offsite environment checklist (MS Word). 
 
WorkCover: for more information about occupational health and 
safety, and individuals rights and responsibilities 
(http://www.workcover.nsw.gov.au/OHS/default.htm). 
 
Also see DISASTER AND CONTINUITY PLANNING. 
 
 
Data and file encryption 
 
Encryption software can guarantee that information sent or 
received over the internet is secure, so make sure that any 
sensitive information sent over the internet is secured in this 
way. Encryption-based email programs use a technique known 
as public key cryptography to ‘scramble’ messages so that only 
the authorised recipient can read them. In some cases, security 
‘plug-ins’ can also be added to existing email software. Email 
programs using public key cryptography are very secure and 
relatively simple to use. Set up everyone’s email system to meet 
the security standards required.  
 
A different approach is required if you are using a secure Web 
server. This is where digital certificates come in; this is a bit of 
information that says that the Web server is trusted by an 
independent source known as a certificate authority. The 
certificate authority acts as a middleman that both computers 

http://www.workcover.nsw.gov.au/OHS/default.htm�
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trust. It confirms that each computer is in fact who it says it is, 
and then provides the public keys of each computer to the other. 
 
Before you select one of these two options, talk to someone 
who is technology-savvy or to other services about the policies 
they have in place and the software they use. 
 
Limiting user access 
 
With certain software and hardware you have an option to limit 
user access to different security levels. If you want to do this, 
you’ll need systems that have password protection in the 
operating system, email program, internet connection (where 
applicable) and databases. Physical methods of limiting access 
include locking hardcopy filing systems, storing petty cash 
safely, and authorising access to workspace/offices, client files, 
equipment and organisational information only to appropriate 
personnel.  
 
Use of PDF 
 
When emailing or uploading sensitive documents to the Web, 
it’s best to send PDF files, because they cannot be altered 
easily. Adobe Acrobat PDF files have a security feature that 
allows authors to prevent other users from editing, printing, 
and/or copying content (text and graphics). Remember to 
always save the original file in its original format even if you 
have also made and saved the file as a PDF, as it’s usually 
easier to edit the file in the original format. The Adobe Acrobat 
help file has a lot of useful information on formatting links 
(creating hyperlinks etc).  
 
Tools to assist: 
Adobe Acrobat Reader: provides a free PDF reader. 
 
See STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools. 

http://www.adobe.com/products/acrobat/readstep2.html�
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OCCUPATIONAL HEALTH AND SAFETY 
 
Recommendations for ensuring OH&S requirements are fulfilled: 
 
OH&S legislation (rights and responsibilities) 
All staff have the right to a safe working environment; this 
includes physical, emotional and mental safety in the workplace. 
Under current OH&S legislation, managers and staff also have 
the responsibility to ensure the health, safety and welfare of all 
staff, contractors and visitors who may be affected by the 
organisation’s operations.  
 
All organisations need to be aware of these rights and 
responsibilities and of their implications. Keep up-to-date OH&S 
policies and procedures on hand, and where possible, 
incorporate them into your risk management procedures and 
planning. 
 
Tools to assist: 
WorkCover: for more information about occupational health and 
safety, and individuals’ rights and responsibilities 
(http://www.workcover.nsw.gov.au/OHS/default.htm). 
 
 
Physical environment 
 
Computer equipment is connected to power sources, and 
usually has a large amount of cabling, so it’s vital to keep areas 
with computer equipment in them safe for staff and clients. 
Ensure all cables and wires are out of reach – run cables 
around walls, tape them down to floors or use cord 
clips/expandable sleeving, and where possible label cables and 
the input ports they correspond to. Finally, ensure that all wiring 
remains clean and relatively dust free and that power boards are 
not overloaded. 
  

http://www.workcover.nsw.gov.au/OHS/default.htm�


 
 
 
 
 
 
 
 
 

Information Management Framework and Supporting Guidelines  Page 43 of 68 
 
 
 
 
 
 
 
 

N
A

D
A

 IM
 G

uidelines 2008  -   
 

Lightning and power surges ruin IT equipment every day, and 
cost millions of dollars in repairs and replacements. Protect 
computers from lightning and power surges with a good surge 
protector:  

o If you are using a regular modem or a DSL 
connection, get a surge protector with an R-11 
telephone jack so that the telephone line is also 
protected.  

o If you are using a cable modem, get a surge 
protector that will also accommodate the 
television/internet cable. 

 
• Investing in an Uninterruptible Power Supply (UPS) is 

also a good idea; they give surge protection and have a 
battery backup that allows data to be saved when the 
power goes out unexpectedly: look for the same features 
found in a surge protector, and check the length of time 
that the battery lasts and the software that comes with 
the UPS.  

 
Tools to assist: 
Emergency checklist (MS Word) 
Physical environment checklist (MS Word) 
Working offsite environment checklist (MS Word) 
 
MALWARE PROTECTION 
 
Malware protection is the most important part of the 
organisation’s risk management strategy if any files are to be 
shared by users or equipment is to be connected to the internet. 
Malware is ‘malicious software’: any program or file that is 
harmful to a computer user, such as viruses, worms, trojan 
horses, spyware, adware, and software installed by hackers. 
 
Recommendations for Malware protection: 
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Virus protection 
 
If the organisation is going to have access to the internet, use 
wireless connection or share files with other computer users, 
install anti-virus protection on all devices. This software can be 
set up to constantly monitor systems for potential threats and 
automatically quarantine any suspected virus before it gets into 
the system. It’s also a good idea to set up the system to 
automatically install all virus definitions in antivirus software and 
perform routine complete system scans. Viruses and worms (a 
type of self-replicating virus) usually spread very quickly and can 
cause a number of problems, including repeated computer 
crashes or the deletion of important files, so virus protection is 
the most important tool in the Malware arsenal. 
 
Spyware and adware 
 
Anti-spyware and anti-adware programs are designed to prevent 
and detect unwanted spyware and adware programs and 
remove them. Spyware and adware can get in a computer as a 
software virus or as the result of installing a new program; it is 
often installed without the user’s consent, as a download, or as 
the result of clicking some option in a pop-up window. It is 
important to install anti-spyware and anti-adware software on all 
computers that will be accessing the internet because these 
programs can not only slow systems down – they can also send 
information back to their source, which places the organisation 
at risk. 
 
Firewalls 
 
If the organisation is to be connected to the internet, install a 
firewall for networked and stand-alone computers. A firewall can 
prevent unauthorised access to the network, thereby preventing 
sensitive data being damaged or stolen. For most organisations, 
an off-the-shelf firewall software package will be more than 
sufficient, but before purchasing a package, do some research.  
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Spam and phishing 
 
Whilst spam and phishing will not harm computers, they can be 
costly in terms of time wasted cleaning out unwanted emails 
(and scams staff may have fallen for). As spam and phishing 
affect all operating systems, ensure anti-spam and anti-phishing 
software is installed if you are using a email program (many 
anti-virus applications now come with this as an add-on), and 
keep the mail server up to date with security patches and anti-
virus software – sometimes hackers and spammers team up to 
break into servers for the purpose of sending spam.  
 
STAFF USE OF IM TECHNOLOGY 
 
CODES OF PRACTICE 
 
It’s advisable that organisations of all sizes set up codes of 
practice to ensure the safety of the organisation and the 
information it holds, and of its staff. Codes of practice ensure 
that all staff are aware of their rights and responsibilities within 
the organisation.  
 
The following five codes of practice are samples of those that 
may be included in the organisation’s IM framework. Codes 
should be concise, written in plain English, and clearly set out 
individuals’ rights and responsibilities. Each staff member 
should sign each relevant code, and they should then all be 
stored safely. 
 
Tools to assist: 
Confidentiality code of practice template (MS Word). 
Electronic mail and internet code of practice template (MS 
Word). 
File sharing agreement template (MS Word). 
Software and hardware code of practice template (MS Word). 
Working offsite code of practice template (MS Word). 
 
ELECTRONIC MAIL MANAGEMENT 
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All organisations need to use and access electronic mail. Email 
accounts can be set up for all staff to ensure easy access to 
relevant internal and external information. A non-identifiable 
organisational account may be useful where it is not appropriate 
for the general public to have staff’s personal contact details. 
This account can be advertised as the first point of email contact 
and may have an address like this: ask@hilltoptreatment.org.au 
or admin@hilltoptreatment.org.au. 
 
Recommendations for electronic mail management: 
 
Etiquette 
 
Never underestimate the power of a well-crafted email. Put as 
much thought into writing an email message as you would into 
writing a letter. Follow these basic rules: 
 

• Use appropriate subject titles in the subject line: 
reflect the specific content of the email, avoid 
words that could be filtered out as spam (‘free’ and 
‘money’, for instance) and never leave the subject 
line empty 

• Think about whether email is the right 
communication tool for the job: speaking with the 
person can be better for more sensitive or 
personal issues. Don’t escalate a conflict by 
sending an emotionally charged response 

• Don’t overuse capitals and exclamation marks 
• Only send it high priority if it really is 
• Address recipients properly and spell their names 

correctly 
• When sending a message to a group of people, 

enter their addresses in the ‘BCC’ line to protect 
their privacy 

• Be clear about whether a response is needed 
• Select an appropriate tone for the level of formality 

necessary 
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• Don’t fill messages with acronyms such as ‘OTOH’ 
(on the other hand), ‘ROTFL’ (rolling on the floor 
laughing) and ‘FWIW’ (for what it’s worth) 

• Pick fonts and colours carefully 
• Don’t use all capitals in message text unless it is 

really meant – it comes across as if you’re 
screaming 

• Avoid irony and sarcasm: it’s hard to convey true 
emotions in emails 

• Edit messages: typos, missing punctuation, and 
grammar slips can be a big turn-off. Use a spell-
checker if it helps 

• Get to the point right away, and keep sentences 
short and to the point: one message, one topic 

• Don’t send attachments to people you don’t know 
without asking first 

• If forwarding a message, especially one with a 
long string of correspondence, or responding to a 
string of messages, delete repeated signature 
lines, long strings of angle brackets (‘<<<<’) and 
blank spaces. Check it’s still clear who wrote what 
in the conversation.  

• Also check that you have the authority to forward 
other’s email address before forwarding messages 
received.  

 
Finally, remember that your messages don’t have to be 
responded to right away. Unless an individual is being paid 
solely to send and receive emails, it’s a pretty good bet that they 
have other pressing tasks that need attention too.  
 
Attachments 
 
The size and type of attachments that can be sent and received 
will depend on the network or individual firewall, anti-virus, spam 
and phishing settings, as well as the bandwidth set by the 
organisation’s chosen ISP. Attachments are a good way of 
sharing information. If sending documents that need to not be 
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altered; PDF or encrypt them. This is particularly important for 
sensitive client or financial documents.  
 
When opening email attachments, make sure you know where 
they are coming from and that your security settings are active. 
Some attachments may contain viruses or spyware that can 
harm the computer.  
 
Also see MALWARE PROTECTION. 
 
Organisational signatures 
 
Setting up an organisational signature in the email program 
provides the sender’s individual contact details (usually name, 
work title, phone and fax numbers and website), so that the 
recipient knows exactly who sent the email. This signature can 
usually be set up in the Tools section of the email program.  
 
Where it is not appropriate for these kinds of details to be public 
knowledge, set up a separate email account that is non-
identifiable: the information on this one could include only the 
name of the organisation, and its main telephone/switchboard 
and fax numbers. 
 
Spell-checking 
 
Automatic spell-checker can be set-up in both email and word 
processing software, as well as options for language. The 
default is English (American) – change it to English (Australian) 
in the Language section.  
 
 
ELECTRONIC FILE MANAGEMENT 
 
Electronic file management refers to the management of all the 
organisation’s electronic files. These records may exist in the 
form of email, text messages, voicemail, word processing 
documents, spreadsheets, web content, and/or forms. Managing 
electronic files is similar to paper files, but in a different medium.  
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When planning your electronic file management system, first 
identify the electronic records used by the organisation. Discuss 
with staff how records are created, accessed and retained, and 
identify any regulatory requirements, or confidential or 
proprietary information. Next, identify all systems used to create, 
capture, duplicate, access, share and destroy electronic records 
and assess how electronic messaging is used. Then consider 
how this system will affect the organisation’s future conversion 
and migration of electronic records. You will need to develop 
policies that govern electronic messaging and a plan to audit for 
compliance. Remember to also identify areas of risk, and to find 
ways to mitigate risk. Finally, you will need to ensure that all 
these procedures/protocols fit in with the organisation’s overall 
records management procedures. 
 
Also see the Records management section in CONTINUOUS 
QUALITY IMPROVEMENT PLANNING. 
 
Recommendations for electronic file management: 
 
Document and version control 
 
There are a number of basic elements of document control that 
could be listed in the organisation’s procedures and 
implemented as part of the overall IM framework: 
 

• All documents be approved by the approved 
party/management representative, for adequacy 
and accuracy prior to use. 

• All documents be reviewed and updated as 
necessary and all updated documents approved 
prior to reuse. 

• All changes and the current revision status of 
documents be identifiable. 

• All relevant versions of applicable documents be 
available at points of use. 

• All documents remain legible and readily 
identifiable. 
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• All documents of external origin be identified and 
their distribution controlled. 

• All obsolete documents be suitably identified, to 
prevent inappropriate use, if they are retained for 
any purpose. 

• Any changes in policies and procedures be 
communicated to all staff. 

 
Document control is not only part of a good quality system; it 
also ensures that the information that is important to the 
organisation remains relevant, accurate and up to date. 
 
Tools to assist: 
Documentation version control/review template (MS Excel). 
 
 
Document safety 
 
The basic rules around document safety and storage involve 
ensuring that documents cannot be viewed or accessed by 
those who are not authorised, and that documents are safely 
protected and stored to stop loss, destruction, theft or 
unauthorised alteration.  
 
Following are some documentation safety management 
principles paraphrased from State Records NSW procedures: 
Location: Records/documents storage should be located away 
from known hazards (adverse weather, intruders, etc.)  
Protection from disaster: Disaster management programs 
should be established and maintained to ensure that risks to 
records/documents are either removed or managed 
appropriately.  
Maintenance: Programs for the maintenance and monitoring of 
records/documents and storage areas should be implemented.  
Careful handling: The retrieval and use of records in storage 
should be subject to controls in order to prevent damage and 
deterioration.  
Accessibility: Records should be stored in facilities where they 
can be identified, located and retrieved easily.  
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Tools to assist: 
State Records NSW Website: Recordkeeping: RIB 16 Safe 
storage 
(http://www.records.nsw.gov.au/recordkeeping/rib_16_safe_stor
age_3441.asp). 
 
Document creation 
 
When saving or creating new documents, follow these simple 
rules to ensure their accuracy and accessibility:  

• Give all electronic documents names that make 
sense; this makes them easier to find at a later 
date. 

• Make the name of the document as short as 
possible (some operating systems don’t cope with 
long names). 

• Create an electronic file system (similar to a 
physical filing system) to store documents; save 
them in the right folder. 

• If you’re revising a document, note the revision 
number on the first page and save it with the 
revision number in its name e.g. 
Plan_revision2.doc. 

• Be consistent with the formatting, style and system 
of file naming. 

 
Tools to assist: 
Documentation guidelines template (MS Word). 
Documentation version control/review template (MS Excel). 
 
SOFTWARE 
 
Recommendations for software use and additional options: 
 
Using help files 
 
Most current software applications come with help files 
attached. They are usually on the menu bar (see diagram). 

http://www.records.nsw.gov.au/recordkeeping/Whatarethemainaspect�
http://www.records.nsw.gov.au/recordkeeping/Whatarethemainaspect�
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These files are a great resource and most are written in plain 
English. There are also software application websites and 
customer call centres for any additional questions. If you have 
more complex questions, it may be better to get more formalised 
training, buy ‘help’ books or use search engines such as Google 
or Ask.com to find information on the Web. 
 

 
 
 
Tools to assist: 
See STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools. 
 
 
Using online search tools 
 
When using online search tools, there are a few ‘tricks’ to 
ensure that you find the information you seek: 
 

Be specific as possible, and use quotation marks around 
the phrase you’re searching for or the search engine will 
search on each individual word: if you’re looking for free 
website software to design an internet or intranet site use 
the phrase ‘Free Website Software’.  
Use a wildcard (*) if you’re not sure how to spell certain 
words or phrases: if searching for Adobe Acrobat (a free 
PDF program) but uncertain of the spelling, searching 
Adob* will bring back all words staring with Adob. 
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If searching for sites only located in Australia (such as a 
local business for new equipment) choose Australia on 
the location button.  
If you want to search a term and its synonyms, place the 
tilde sign (~) immediately in front of the search term.  
To find pages that include either of two search terms, add 
an uppercase OR between the terms: Shareware OR 
Freeware. 
If a common word is essential to getting the results 
wanted, include it by putting a + sign in front of it. Be sure 
to include a space before the + sign: if looking for a 2007 
version of Microsoft Office, search Microsoft Office 
+2007.  
If the search term has more than one meaning (engine, 
for example, could refer to a car or technology), focus the 
search by putting a minus sign (–) in front of words 
related to the meaning you want to avoid. Be sure to 
include a space before the – sign: if looking for good 
search engines, use engines –cars. 

 
Tools to assist: 
Ask.com: can be used to search for almost anything 
(www.ask.com). 
Google: can be used to search for almost anything 
(www.google.com). 
Live search: can be used to search for almost anything 
(http://search.live.com). 
Wikipedia: an online encyclopaedia 
(http://en.wikipedia.org/wiki/Main_Page). 
Yahoo search: can be used to search for almost anything 
(http://search.yahoo.com/). 
 
 
Free training (on the web) 
 
There is a surprising amount of free training available via the 
internet. There is an array of websites with devoted followers 
and a variety of software user groups set up to help others find 
information. These sites can range from basic knowledge 

http://www.ask.com/�
http://www.google.com/�
http://search.live.com/�
http://en.wikipedia.org/wiki/Main_Page�
http://search.yahoo.com/�
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questions and answers, to complex programming sites and are 
perfect for when needing a quick answer.  
 
Tools to assist: 
See STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools. 
 
 
Freeware, shareware and open source 
 
There is lots of this on the internet, and it can be a great 
resource for smaller organisations with tight budgets. The most 
important thing to remember if you’re downloading and installing 
such ‘ware’ is to ensure that your anti-virus programs are 
working, and that it scans all programs being added to the 
system. Most programs do what they say they are going to do, 
but some come with adware, spyware and even viruses 
attached.  
 
Tools to assist: 
CNET: freeware and shareware downloads for computer users 
(http://www.download.com/?tag=hd_ts). 
Joomla!: a Content Management System (CMS) that helps build 
websites and other powerful online applications. Joomla is an 
open source solution (http://www.joomla.org/). 
ZDNet: has a section for freeware and shareware downloads 
(http://downloads.zdnet.com/). 
 
See STAFF USE OF IM TECHNOLOGY, specifically Using 
online search tools and Glossary of terms. 
 
 
BASIC COMPUTER MAINTENANCE 
 
Recommendations for basic computer maintenance 
management: 
 

http://www.download.com/?tag=hd_ts�
http://www.joomla.org/�
http://downloads.zdnet.com/�
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Troubleshooting 
Doing some basic troubleshooting and risk management can 
extend a computer’s life, and ensure smooth running of 
systems.  
 
There are three things to watch in the physical environment:  

• Temperature: Ensure that the temperature in the 
building (night and day, where possible) is kept at 
15–30ºC, with a humidity level of 50–75%, to 
minimise any static build-up. 

• Air quality: computers require air circulation to 
prevent overheating so keep the vents on the 
monitor, case, and printer at least 5cm from walls 
and other surfaces to get good air flow. Move them 
away from any cables or cubicle walls. If air filters 
or ionisers are in use, keep them at least 50cm 
from the computer so that dirt or dust particles 
heading to the ionisers will not be drawn into the 
computer. 

• Electricity: use a good surge protector on all 
computer and communications equipment. For 
those using a regular modem or a DSL 
connection, get a surge protector with an R-11 
telephone jack which can be hooked up to the 
telephone line. If using a cable modem, get a 
surge protector that will also accommodate the 
television/internet cable. If there is a lightning 
storm in the area and you happen to be near, 
unplug all equipment from the wall. 

 
Computer maintenance basics 
 
Doing some basic monthly computer maintenance is a good 
way to ensure that the organisation’s computers last as long as 
possible. If the hard disk becomes too full, the computer will not 
have any room to work and will slow to a crawl – doing a little 
cleaning up and clearing out will prevent this. This can be set up 
to run automatically. 
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Electronic cleaning: Junk can accumulate on the system when 
deleting files, installing new programs and surfing the net. Once 
a month run the cleaning program on the system. This will 
remove junk files, so the computer will run faster. Also, if using 
Windows, empty the recycle bin as often as possible. Finally, 
uninstall any programs that are no longer being used. 
 
Scanning: Whenever the system is closed down using the 
proper methods, it goes through a shut down process where the 
files are closed, unnecessary files are deleted, and copies of the 
system registry files are written to the hard disk. The computer 
keeps track of the addresses of all files and clusters (pieces of 
files) in a table called FAT (File Allocation Table). If the system 
crashes, there’s a power failure or the computer is turned off 
without going through the proper shutdown procedure, this table 
may become damaged. When this happens, it is essential that 
the computer repair these files and their addresses before files 
are accessed during normal use. 
 
Scanning the system is the best way of ensuring that any files 
that have become damaged or misplaced can be repaired. Run 
the scanning program once a month. 
 
Defragging: When you install new programs or save new 
documents or files on a computer they are saved in clusters to 
the hard disc, so when the information is required for use the 
computer can quickly access it because it is all in one place. 
When you delete files or remove programs you are left with 
empty areas among the other data. The computer will then store 
new information in these empty areas. The programs or files are 
then broken up into little pieces and stored in many different 
areas of the hard disk. The computer keeps track of the address 
of each piece of data and puts it all together when it is needed, 
but the more fragmented this is, the longer it takes to access the 
data and the slower the computer becomes. 
 
Defragging the system is the best way of ensuring that any files 
that have become fragmented are reunited into large blocks, 
thereby putting all free space into one block, making data 
retrieval faster and easier for the computer. Be sure to let the 



 
 
 
 
 
 
 
 
 

Information Management Framework and Supporting Guidelines  Page 57 of 68 
 
 
 
 
 
 
 
 

N
A

D
A

 IM
 G

uidelines 2008  -   
 

computer’s scanning program run automatically after any 
improper shutdown, and run the defragging program once a 
month. 
 
Updating: Set applications to automatically install new updates, 
or ensure that the update facility is run in each application once 
a month. Automatic updates save time and ensure that 
applications are always at their most current. 
 
Physical cleaning: Once a year do a physical clean of all 
systems. This involves unplugging the systems and all their 
components, manually wiping over all cables and leads then 
using the hose and bristle-sweep attachment of the vacuum to 
clean off the air vents on the outside of the computer case, the 
monitor, and the keyboard (and the docking station, if you’re 
cleaning a laptop). Then gently vacuum out the dust from inside 
the case; go lightly and quickly (this will take about 30 seconds). 
 
Tools to assist: 
Maintenance checklist (MS Excel). 
 
 
 
 
Bugs and patches 
 
One of the key things to do to ensure computers run smoothly is 
to pay attention to user alerts, and to download and install ALL 
patches. This ensures smooth computer operations, security, 
and virus protection. It is especially important to download and 
apply patches related to the operating system and your internet 
browser. Wherever possible, set up automatic updates and 
patch downloads in the user preferences in each application. 
These patches correct flaws and holes in the system, and 
protect from bugs and vulnerabilities that allow a hacker or a 
virus writer to use the software to gain unauthorised access to 
the computer. 
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ORGANISATIONAL TEMPLATES 
 
The following templates are linked in the relevant sections of 
this document. Some of them will be applicable as they are; 
others will not suit or may need to be modified.  
 
Archive template (MS Excel) 

Confidentiality code of practice template (MS Word) 

Data collection template with updateable chart (MS Excel) 

Documentation guidelines template (MS Word) 

Documentation version control/review template (MS Excel) 

Electronic mail and internet code of practice template (MS 

Word) 

Emergency checklist (MS Word) 

Equipment movement register (MS Excel) 

File Sharing agreement template (MS Word) 

IM asset register (MS Excel) 

IM budget template (MS Excel) 

IM register (MS Excel) 

Maintenance checklist (MS Excel) 

Physical environment checklist (MS Word) 

Policy and procedure template (MS Word) 

Project plan template (MS Word) 

Risk management template (MS Excel) 

Software and hardware code of practice template (MS Word) 

Survey template (MS Word) 

SWOT Scorecard (MS Word) 

Working offsite code of practice template (MS Word) 

Working offsite environment checklist (MS Word) 
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GLOSSARY OF TERMS 
 
Adware: the abbreviated term for advertising-supported 
software, software that automatically displays or downloads ads 
to a computer after installing software on it, or while the internet 
application is being used (usually through pop-up windows). 
Some types of adware are also camouflaged spyware, which 
collects information about the individual’s computer habits.  
 
Anti-spyware: a type of software designed to prevent and 
detect unwanted spyware program installations and to remove 
those programs if installed. 
 
Antivirus software: a computer application that searches the 
hard drive and floppy disks for any known or potential viruses. It 
attempts to identify, neutralise and eliminate malicious software. 
The term ‘antivirus’ is used because it was originally designed to 
combat computer viruses; however, most modern antivirus 
software is now designed to combat a wide range of threats, 
including worms, phishing attacks and trojan horses.  
 
Audit: a tool used to systematically monitor service and 
compliance. 
 
Backup: a copy of information created as a precaution in case 
the original is lost or destroyed. 
 
Bluetooth: a wireless protocol utilising short-range 
communications technology facilitating data transmission over 
short distances from fixed and/or mobile devices. It is capable of 
connecting multiple devices and overcoming issues arising from 
synchronisation of these devices. Bluetooth provides a way to 
connect and exchange information between devices such as 
mobile phones, telephones, laptops, personal computers, 
printers, GPS receivers, digital cameras, and video game 
consoles. 
 
Buffer size: a buffer is a region of memory (within the CPU) 
used to temporarily hold information while it is being moved from 
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one place to another. Typically, this information is stored in a 
buffer as it is retrieved from an input device (such as a 
keyboard) or just before it is sent to an output device (such as a 
printer). A buffer may be used when moving data between 
processes within a computer. 
 
Bug: a computer bug is an error or defect in computer hardware 
or software that causes the computer or the computer program 
to malfunction.  
 
Business continuity: an organisation’s ability to continue to 
operate in the event of a disaster or disruption. 
  
CD-RW: a compact disc that can have data etched onto it using 
burning software. The ‘R’ in CD-R stands for ‘recordable’. This 
type allows ‘burning’ the information to the CD only once. The 
‘RW’ in CD-RW stands for ‘rewritable’. These can be reburned 
several times over, allowing the deletion and addition of new 
files. 
 
Computer capacity: a byte (pronounced ‘bite’) is a unit of 
measurement of computer memory or data storage capacity, 
most often consisting of eight bits.  
In order of magnitude: 
Kilobyte (up to 1000 KB)  
Megabyte (1000 KB or 1 MB) 
Gigabyte (1000 MB or 1 GB)  
Terabyte (1000 GB or 1 TB) 
 
CPU: the central processing unit, the brains behind the 
computer. It is responsible for performing calculations and tasks 
that make programs work. The faster the CPU, the faster 
programs can process computations. 
 
Customer Relationship Management (CRM): a database or 
register that manages client or customer details. It can hold 
information regarding pledges made, funding given, personal 
details, and affiliations, etc. 
 



 
 
 
 
 
 
 
 
 

Information Management Framework and Supporting Guidelines  Page 61 of 68 
 
 
 
 
 
 
 
 

N
A

D
A

 IM
 G

uidelines 2008  -   
 

Data recovery: the process of restoring information or data to 
useable status from backup media of any type. 
 
Disaster recovery plan: a written and approved course of 
action to take after a disaster strikes that details how an 
organisation will restore critical business functions and reclaim 
damaged or threatened records.  
 
Document: structured units of recorded information, published 
or unpublished, in hardcopy or electronic form, and managed as 
a discrete unit in an information system. 
 
DVD-RW: a compact disc that can have data etched onto it 
using burning software. The ‘R’ in DVD-R stands for 
‘recordable’. This type allows ‘burning’ information to the DVD 
only once. The ‘RW’ in DVD-RW stands for ‘rewritable’. These 
can be reburned several times over, allowing deletion and 
addition of new files. 
 
Encryption: the conversion of data into a form, called a cipher 
text, which cannot be easily understood by unauthorised people. 
Decryption is the process of converting encrypted data back into 
its original form, so it can be understood.  
 
Firewall: a set of related programs which protect the resources 
of a private network from users from other networks. (The term 
also implies the security policy that is used with the programs.) 
A firewall prevents outsiders from accessing private data 
resources and controls what outside resources its own users 
have access to. 
 
Electronic Records Management (ERM): the application of 
records management principles to electronic records. 
 
Flash drive/card: a storage device that uses flash memory 
rather than conventional memory to store data. Flash drives can 
be used as a replacement for hard drives. These products have 
typically been used as low-power, rugged replacements for hard 
drives in products exposed to harsh conditions. Flash drives do 
not require battery backup. 
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Freeware: programming that is offered at no cost. It is usually 
small applications available for downloading and use in most 
operating systems. Because it may be copyright, it may not be 
able to be reused in the program being developed. The least 
restrictive ‘no-cost’ programs are un-copyrighted programs that 
are in the public domain. 
 
Free software: software that can be freely used, modified and 
redistributed with only one restriction: it must be distributed with 
the original terms of free use, modification and distribution. 
Unlike freeware, free software may be distributed for a fee. 
Freeware is liable to be more limited in capability than free 
software. 
 
GHz: Gigahertz - a measure of frequency, informally defined as 
the number of events occurring per second.  
 
GMA: Graphics Media Processor built into various motherboard 
chipsets. These products allow a computer to be built without a 
separate graphics card; this can reduce cost and power 
consumption. They are commonly found on low-priced notebook 
and desktop computers as well as business computers, which 
do not need high levels of graphics capability. 
 
Hardcopy: a physical copy of a document or file. 
 
Hard Disk Drive (HDD): where permanent information is stored. 
Documents, databases, spreadsheets and programs are all 
stored on the hard disk. The larger the hard disk the more that 
can be fit onto it. The size of the HDD does not affect the speed 
at which a program can run, but the HDD speed can affect how 
fast the files can be accessed. 
 
Intranet: a private computer network that uses internet 
protocols and network connectivity to securely share part of an 
organisation’s information or operations among its employees.  
 
Internet: a worldwide, publicly accessible series of 
interconnected computer networks that transmit data by packet 



 
 
 
 
 
 
 
 
 

Information Management Framework and Supporting Guidelines  Page 63 of 68 
 
 
 
 
 
 
 
 

N
A

D
A

 IM
 G

uidelines 2008  -   
 

switching using the standard Internet Protocol (IP). It is a 
‘network of networks’ that consists of millions of smaller 
domestic, academic, business and government networks, which 
together carry various information and services, such as 
electronic mail, online chat, file transfer, and the interlinked web 
pages and other resources of the World Wide Web (WWW). 
 
Internet Protocol (IP): a protocol (otherwise known as a 
standard) that controls or enables the connection and 
communication transfer between two computing points. It has 
the task of delivering packets of information from the source 
host to the destination host solely based on its address. For this 
purpose the Internet Protocol defines addressing methods and 
structures for datagram encapsulation.  
 
Key Performance Indicators (KPIs): a set of organisation-level 
indicators used to help assess progress and achievements. 
 
LCD monitor: a monitor that uses Thin Film Transistor (TFT) 
technology to improve image quality. It is used in televisions, flat 
panel displays and projectors. 
 
Malware: malicious software – any program or file that is 
harmful to a computer user. This includes computer viruses, 
worms, trojan horses, and spyware programming that gathers 
information about a computer user without permission. 
 
Memory card: solid storage devices used with digital cameras, 
mobile computers, telephones, music players, etc. They offer 
high re-recordability and power-free storage. There are also 
non-solid memory cards that do not use flash memory, and 
there are many different types of flash memory. 
 
Modem: a device that modulates an analog signal to encode 
digital information, and demodulates to decode the transmitted 
information. The goal is to produce a signal that can be 
transmitted easily and decoded to reproduce the original digital 
data. Internet users use modems every day, notably cable 
modems and ADSL modems. For example, a 56k modem can 
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transfer data at up to 56,000 bits per second over the phone 
line. 
 
Open source: programs whose source code is made available 
for use or modification as users or other developers see fit. 
(Historically, the makers of proprietary software have generally 
not made source code available.) Open source software is 
usually developed as a public collaboration. See Joomla!, a free 
open source Content Management System (CMS) that helps 
build websites and other powerful online applications.  
 
Operating system: the program that after being loaded into the 
computer manages all the other programs in a computer. The 
other programs are called applications or application programs.  
 
Optical drives (CD, CD-R, CD-RW, DVD, DVD-R, DVD-RW): 
these are more commonly known as CD and DVD drives. They 
are considered ‘optical’ because the drive uses a laser to see 
the data etched onto the plastic disk.  
 
Patch: a patch is a piece of code that is inserted into the 
executable program. Patches are issued not only for software 
bugs, but also for other problems in the software. Patches 
correct flaws, holes and vulnerabilities that allow a hacker or a 
virus writer to use the software to gain unauthorised access to 
the computer running the program.  
 
PC: a personal computer. Found in the home, the office, and 
often connected to a local area network. One person primarily 
uses the computer at a time. A PC may be a desktop computer, 
a laptop computer or a tablet computer. The term ‘PC’ is often 
used only to refer to computers running Microsoft Windows. 
 
PC motherboard: a printed circuit board used in laptops and 
personal computers. It is also known as the mainboard or planar 
board and occasionally abbreviated to mobo or MB. A typical 
motherboard provides attachment points for one or more of the 
following: CPU, graphics card, sound card, hard disk controller, 
memory (RAM), and external peripheral devices.  
 

http://www.joomla.org/�
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PDA: personal digital assistant. A handheld computer, also 
known as small or palmtop computers. Newer PDAs can be 
used as mobile phones (smart phones), web browsers, or 
portable media players.  
 
PDF: Portable Document Format, developed by Adobe 
Systems, Inc. PDFs maintain the original document formatting 
for both printing and viewing on a multiple computing platforms, 
including Windows, UNIX and Mac. 
 
Phishing: an email fraud method in which the perpetrator sends 
out legitimate-looking email in an attempt to gather personal and 
financial information from recipients. Typically, the messages 
appear to come from well-known and trustworthy websites.  
 
Protocol: a standard that controls or enables connection, 
communication and data transfer between two computing 
endpoints. A protocol can be defined as the rules governing the 
syntax, semantics and synchronisation of communication. 
Protocols may be implemented by hardware, software, or a 
combination of the two.  
 
RAM: random access memory, usually referred to as a 
computer’s ‘memory’. More memory lets the computer run more 
applications at the same time without degrading the system’s 
performance. NB A fast CPU is useless without an adequate 
amount of RAM. 
 
Records management program : a program that 
encompasses the management framework, the people and the 
systems required within an organisation to manage full and 
accurate records over time. This includes the identification and 
protection of records with longer term value that may be 
required for state archives.  
 
Risk: the chance of something happening that will have an 
impact upon the organisation’s objectives. It is measured in 
terms of likelihood and consequence. 
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Risk analysis: a systematic process to understand the nature 
of and deduce the level of risk. 
 
Router: a device or, in some cases, software in a computer, 
that determines the next network point to which a packet of 
information should be forwarded on the way to its destination. 
 
Server: a computer that is running software that enables it to 
fulfil (‘serve’) specific requests from other computers, called 
‘clients’. File servers can be used as a central storage place for 
the network, a print server can take in print jobs and ship them 
off to a printer. There are a multitude of types of server and 
server functions. 
 
Shareware: software that is distributed free on a trial basis with 
the understanding that the user may need or want to pay for it 
later. Some software developers offer a shareware version of 
their program with a built-in expiration date. Other shareware is 
offered with certain capabilities disabled as an enticement to 
buy the complete version of the program.  
 
Softcopy: an electronic copy of a document or file. 
 
Sound card: an expansion board used for enabling a computer 
to manipulate sound. 
 
Spam: unsolicited email. Spam is roughly equivalent to 
unsolicited telephone marketing calls except that the user pays 
for part of the message since everyone shares the cost of 
maintaining the internet. 
 
Spam filter: a program that is used to detect unsolicited and 
unwanted email and prevent those messages from getting to a 
user’s inbox. Like other types of filtering programs, a spam filter 
sets certain criteria on which it bases its judgments. 
 
Spyware: software that is installed surreptitiously on a computer 
to intercept or take partial control over the computer without the 
user’s consent. Spyware programs can collect various types of 
personal information, such as internet surfing habits, and can 
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also interfere with user control of the computer in other ways, 
such as by installing additional software, redirecting Web 
browser activity, or blindly accessing websites that will cause 
more harmful viruses. It can even change settings, resulting in 
slow connection speeds, different home pages, and loss of 
internet or other programs. 
 
Stakeholders: people and organisations who may affect, be 
affected by, or percieve themselves to be affected by a decision, 
activity or risk. 
 
SWOT analysis: an assessment of an organisation’s Strengths, 
Weaknesses, Opportunities, and Threats to provide a snapshot 
of the present and a view of what the future may hold. 
 
USB port: universal serial bus port. Designed to allow many 
peripherals to be connected using a single standardised 
interface socket and to improve the plug-and-play capabilities by 
allowing devices to be connected and disconnected without 
rebooting the computer.  
 
Video card: a board that plugs into the PC motherboard to give 
it display capabilities.  
 
Virus: a program or piece of code that replicates by being 
copied or initiating its being copied to another program, 
computer boot sector or document. Viruses can be transmitted 
as attachments to an email note or in a downloaded file, or be 
present on a diskette or CD. Some viruses wreak their effect as 
soon as their code is executed; others lie dormant until 
circumstances cause their code to be executed by the 
computer. Some viruses are benign or playful in intent and 
effect but some can be quite harmful, erasing data or causing 
the hard disk to require reformatting. 
 
VoIP: the transmission of voice through the internet or other 
packet-switched networks. VoIP-to-VoIP phone calls are 
sometimes free, while VoIP calls connecting to public switched 
telephone networks (VoIP-to-PSTN) may have a cost (borne by 
the VoIP user). There are two types of PSTN-to-VoIP services: 
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direct inward dialling (DID) and access numbers. DID will 
connect a caller directly to the VoIP user; an access number 
requires the caller to provide an extension number for the called 
VoIP user. 
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